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A Communications Story

(A)lice from Alice’s Adventures in Wonderland Sponge(B)ob Squarepants
llustration by Arthur Rackham, 1907 \l/ https://freesvg.org/sponge-bob-squarepant

(E)ve by Lucas Cranach the Elder (1528)



Symmetric vs asymmetric crypto

Symtr_ig ecryption Asymmetric encryption
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Hybrid cryptosystems

* We can get the best of both
worlds by combining the two.

* Use the slow public-ke
cry?‘tography (e.F. RSA) to
exchange a small message
containing a key for the
symmetric method.

* Then use the fast symmetric




Real-life example
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Verified by: Sectigo Limited

Connection security for www.utoronto.ca
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General Media Permissions

Website Identity
Website: www.utoronto.ca

Owner: This website does not supply ownership information.

Verified by:  Sectigo Limited View Certificate ‘ bcé
&2

Expires on:  Friday, March 17, 2023

U Of T Sca r b Privacy & History
° o Have | visited this website prior to today? Yes, 3 times
medicine fo

Is this website storing information on my Yes, cookies and 746 bytes

= Clear Cookies and Site Data
computer? of site data SR A SIS B

Have | saved any passwords for this website? No View Saved Passwords ‘

Technical Details
Connection Encrypted (TL,_AES_" 28 GCM_SHA256, 128 bit keys, TLS 1.3)

The page you are viewing v+2s zacrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is =
therefore unlikely that anyone read this page as it traveled across the network. hus Status 0

Help




Real-life example

g University of Toronto X Certificate for www.utoronto.ca

C about:certificate?cert=MIIHCTCCBfGgAwlIBAgIRAPUXn4hnOiz8Qf3%2BCkhWJIQWDQYJKoZIhveNAQELBC 1

Validity

Not Before Thu, 17 Mar 2022 00:00:00 GMT
Not After Fri, 17 Mar 2023 23:59:59 GMT

Subject Alt Names

DNS Name www.utoronto.ca

DNS Name utoronto.ca

Public Key Info

Algorithm RSA
Key Size 2048
Exponent 65537
Modulus A2:2B:BA:27:C0:90:BC:AC:12:18:35:31:9D:08:0A:27:83:06:3E:4B:FF: 1A:0E:87:83.7...

Miscellaneous

Serial Number 00:F5:17:9F:88:67:3A:2C:FC:41:FD:FE:0A:48:56:24:84
Signature Algorithm SHA-256 with RSA Encryption
Version 3
Download PEM (cert) PEM (chain)

Fingerprints

SHA-256 E7:71:DA:7F:6D:53:78:2A:4D: 1C:CD:9A:22:2E:40:C2:EC:B3:50:5B:D3:E7:0B:B5:65.... S




Toy example

| NPT Y94
* Alice: Hello there! P:-’z”\ q,°° 2,2)' o < ¥¥O
* Bob: generate RSA b )* (g7 |

modulus/exponent k=[]

* Bob: sends public key

* Alice: choose A=S  5cl (s, 771/ =1
symmetric key

* Alice: send RSA- e nd 399 = @

encrypted symmetric
key to Bob

' =)
* Bob: decrypts to get | ’1—‘5% med 1
symmetric key

* Both: communicate T LoVE MAatHEMATLC)
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Interactive exercise (groups of 3-5)

Part 1:

* Generate an RSA modulus n using 2-digit primes.

* Choose an exponent k such that gcd(k, gb(n)) =1

* Choose a Caesar cipher key a > 1 with gcd(a n)=1
* Encrypt the Caesar cipher key by b = a* (mod n)

* Write a short message of 15-30 characters.

* Encrypt the message using the Caesar cipher key a.
* Publish the message (n, k, b) and encrypted msg!
Part 2:

* Decrypt other groups messages.

 First compute a = Vb (mod n)

* Then use Caesar cipher key to decrypt the message.



Conclusion to Magic of Numbers

* What really are numbers? _
* Where did math come,fro ’?

* Why did we invent : 0 mber ‘and operations?

x

* How do you think like a rr B matician?
* What.are some other types of number systems?

* How does the magic of numbers affect our lives?



